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the only way to create a secure channel from your
computer to the network. Firewalls and VPNs, for example,
can also be used to secure communications on the internet.
And that’s important, as many hackers specialize in
exploiting security holes in those services - and they often
point out in transparent fashion exactly where holes can be
exploited. Even though both backdoor and network
penetration attacks have been reported using these
applications, and both tend to be implicated in malware
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attacks (such as the Conficker worm), the risks are real and
not completely theoretical: the NSA and other organizations
can use them for spying, and advanced hackers in both the
government and the criminal underworld are known to be
employing them. Some VPN clients (including PIA and
VyprVPN) say they monitor what you do online, even when
they’'re not actively engaged in the connection. Other
vendors - including the very well-respected and popular
free client OpenVPN - also reveal your location. The fact
that Google Maps and Google Earth can use the GPS signal
to pinpoint a user’s location is one indication of why it's
important to be careful about what you’re doing on the
open internet. Viruses, Hacking, and the Shadow Police
Exploiting security holes in software can
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